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EXECUTIVE OVERVIEW

For many enterprises, information and the technology that supports it represent their most valuable, but often least understood, assets.
Successful enterprises recognise the benefits of information technology and use it to drive their stakeholders’ value. These enterprises
also understand and manage the associated risks, such as increasing regulatory compliance and critical dependence of many business
processes on information technology (IT).

The need for assurance about the value of IT, the management of [T-related risks and increased requirements for control over
information are now understood as key elements of enterprise governance. Value, risk and control constitute the core of IT governance.

IT governance is the responsibility of executives and the board of directors, and consists of the leadership, organisational
structures and processes that ensure that the enterprise’s IT sustains and extends the organisation’s strategies and objectives.

Furthermore, IT governance integrates and institutionalises good practices to ensure that the enterprise’s IT supports the business
objectives. IT governance enables the enterprise to take full advantage of its information, thereby maximising benefits, capitalising on
opportunities and gaining competitive advantage. These outcomes require a framework for control over IT that fits with and supports the
Committee of Sponsoring Organisations of the Treadway Commission’s (COSO?) Internal Control—Integrated Framework, the widely
accepted control framework for enterprise governance and risk management, and similar compliant frameworks.

Organisations should satisfy the quality, fiduciary and security requirements for their information, as for all assets. Management should
also optimise the use of available IT resources, including applications, information, infrastructure and people. To discharge these
responsibilities, as well as to achieve its objectives, management should understand the status of its enterprise architecture for IT and
decide what governance and control it should provide.

Control Objectives for Information and related Technology (CoBIT®) provides good practices across a domain and process framework
and presents activities in a manageable and logical structure. CoBIT’s good practices represent the consensus of experts. They are
strongly focused more on control, less on execution. These practices will help optimise IT-enabled investments, ensure service delivery
and provide a measure against which to judge when things do go wrong.

For IT to be successful in delivering against business requirements, management should put an internal control system or framework in
place. The CoBIT control framework contributes to these needs by:

» Making a link to the business requirements

* Organising IT activities into a generally accepted process model

* Identifying the major IT resources to be leveraged

* Defining the management control objectives to be considered

The business orientation of CoBIT consists of linking business goals to IT goals, providing metrics and maturity models to measure their
achievement, and identifying the associated responsibilities of business and IT process owners.

The process focus of COBIT is illustrated by a process model that subdivides IT into four domains and 34 processes in line with the
responsibility areas of plan, build, run and monitor, providing an end-to-end view of IT. Enterprise architecture concepts help identify
the resources essential for process success, i.e., applications, information, infrastructure and people.

In summary, to provide the information that the enterprise needs to achieve its objectives, IT resources need to be managed by a set of
naturally grouped processes.

But how does the enterprise get IT under control such that it delivers the information the enterprise needs? How does it manage the risks
and secure the IT resources on which it is so dependent? How does the enterprise ensure that IT achieves its objectives and supports the
business?

First, management needs control objectives that define the ultimate goal of implementing policies, plans and procedures, and
organisational structures designed to provide reasonable assurance that:

* Business objectives are achieved

» Undesired events are prevented or detected and corrected

Second, in today’s complex environments, management is continuously searching for condensed and timely information to make
difficult decisions on value, risk and control quickly and successfully. What should be measured, and how? Enterprises need an objective
measure of where they are and where improvement is required, and they need to implement a management tool kit to monitor this
improvement.
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Figure 1 shows some traditional questions

. . Figure 1—Management Information
and the manaeement information tools vead

to find the responses, but these dashboards
need 1ndlcators,. scorecards need measures How do responsible managers DASHBOARD » Indicators?
and benchmarking needs a scale for keep the ship on course?
comparison.

How can the enterprise achieve results that are
satisfactory for the largest possible segment SCORECARDS Measures?

An answer to these requirements of
d of stakeholders?

determining and monitoring the appropriate

IT control and performance level is COBIT’s How can the enterprise be adapted in »
definition of: a timely manner to trends and developments BENCHMARKING Scales?
* Benchmarking of IT process performance in its environment?

and capability, expressed as maturity
models, derived from the Software Engineering Institute’s Capability Maturity Model (CMM)

* Goals and metrics of the IT processes to define and measure their outcome and performance based on the principles of Robert
Kaplan and David Norton’s balanced business scorecard

* Activity goals for getting these processes under control, based on COBIT’s control objectives

The assessment of process capability based on the CoBIT maturity models is a key part of IT governance implementation. After
identifying critical IT processes and controls, maturity modelling enables gaps in capability to be identified and demonstrated to
management. Action plans can then be developed to bring these processes up to the desired capability target level.

Thus, CoBIT supports IT governance (figure 2) by providing a framework to ensure that:
* IT is aligned with the business

* IT enables the business and maximises benefits

* IT resources are used responsibly

* IT risks are managed appropriately

Figure 2—IT Governance Focus Areas

« Strategic alignment focuses on ensuring the linkage of business and IT plans; defining,
maintaining and validating the IT value proposition; and aligning IT operations with
enterprise operations.

* Value delivery is about executing the value proposition throughout the delivery cycle,
ensuring that IT delivers the promised benefits against the strategy, concentrating on
optimising costs and proving the intrinsic value of IT.

 Resource management is about the optimal investment in, and the proper management of,
critical IT resources: applications, information, infrastructure and people. Key issues relate to
the optimisation of knowledge and infrastructure.

* Risk management requires risk awareness by senior corporate officers, a clear
understanding of the enterprise’s appetite for risk, understanding of compliance
requirements, transparency about the significant risks to the enterprise and embedding of
risk management responsibilities into the organisation.

* Performance measurement tracks and monitors strategy implementation, project
completion, resource usage, process performance and service delivery, using, for example,
balanced scorecards that translate strategy into action to achieve goals measurable beyond
conventional accounting.

Performance measurement is essential for IT governance. It is supported by CoBIT and includes setting and monitoring measurable
objectives of what the IT processes need to deliver (process outcome) and how to deliver it (process capability and performance). Many
surveys have identified that the lack of transparency of IT’s cost, value and risks is one of the most important drivers for IT governance.
While the other focus areas contribute, transparency is primarily achieved through performance measurement.

These IT governance focus areas describe the topics that executive management needs to address to govern IT within their enterprises.
Operational management uses processes to organise and manage ongoing IT activities. COBIT provides a generic

process model that represents all the processes normally found in IT functions, providing a common reference model

understandable to operational IT and business managers. The CoBIT process model has been mapped to the IT governance focus areas
(see appendix II, Mapping IT Processes to IT Governance Focus Areas, COSO, CoBIT IT Resources and CoBIT Information Criteria),
providing a bridge between what operational managers need to execute and what executives wish to govern.
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To achieve effective governance, executives require that controls be implemented by operational managers within a defined control
framework for all IT processes. COBIT’s IT control objectives are organised by IT process; therefore, the framework provides a clear link
among IT governance requirements, IT processes and IT controls.

CoBIT is focused on what is required to achieve adequate management and control of IT, and is positioned at a high level. CoBIT has
been aligned and harmonised with other, more detailed, IT standards and good practices (see appendix IV, CoBIT 4.1 Primary Reference
Material). CoBIT acts as an integrator of these different guidance materials, summarising key objectives under one umbrella framework
that also links to governance and business requirements.

COSO (and similar compliant frameworks) is generally accepted as the internal control framework for enterprises. COBIT is the
generally accepted internal control framework for IT.

The CoBIT products have been organised into Figure 3—CosIT Content Diagram

three levels (figure 3) designed to support:
* Executive management and boards
* Business and IT management

. Board Briefing on IT
* Governance, assurance, control and security How Governance, 20¢ Edition

professionals does the_
board exercise

its responsibilities?
Briefly, the CoBIT products include:

* Board Briefing on IT Governance, Executives and Boards
2" Edition—Helps executives understand why
S hat ifs i How do we measure performance?
IT governance 1s 1mpo?tgn.t, w at 1ts 1ssues are How do we compare to others? Management guidelines
and what their responsibility is for managing it And how do we improve over time?

. . . Maturity models
» Management guidelines/maturity models—

Help assign responsibility, measure
performance, and benchmark and address gaps

Business and Technology Management

p bili What is the How do we How do we assess
In capability ) IT governance implement it in the IT governance
* Frameworks—Organise IT governance framework? the enterprise? framework?
objectives and good practices by IT domains
and processes, and link them to business Governance, Assurance, Control and Security Professionals
requirements ¢ ¢ ¢
* Control objectives—Provide a complete set of CoaiT and Val IT IT Governance _
high-level requirements to be considered by frameworks Implermentation Guid, IT Assurance Guide
management for effective control of each IT
Control objectives
process : CosIT antro{ Practices,
o IT Governance Implementation Guide: Using 2% Edition
CoBIT® and Val IT™, 2" Edition—Provides a e
generic road map for implementing IT ) : , o _
. ™ This CosIT-based product diagram presents the generally applicable products and their primary audience. There are
governance using the CoBIT and Val IT also derived products for specific purposes (/T Control Objectives for Sarbanes-Oxley, 2" Edition), for domains such as security
(CoBIT Security Baseline and Information Security Governance: Guidance for Boards of Directors and Executive Management),
resources o ) iy . ) 5 - S
® . . or for specific enterprises (CosIT Quickstart for small and medium-sized enterprises or for large enterprises wishing to ramp
» CoBIT® Control Practices: Guidance to up to a more extensive IT governance implementation).

Achieve Control Objectives for Successful IT
Governance, 2" Edition—Provides guidance
on why controls are worth implementing and how to implement them

o IT Assurance Guide: Using CoBIT “—Provides guidance on how CoBIT can be used to support a variety of assurance activities
together with suggested testing steps for all the IT processes and control objectives

The CoBIT content diagram depicted in figure 3 presents the primary audiences, their questions on IT governance and the generally
applicable products that provide responses. There are also derived products for specific purposes, for domains such as security or for
specific enterprises.
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All of these CoBIT components interrelate, providing support for the governance, management, control and assurance needs of the
different audiences, as shown in figure 4.

Figure 4—Interrelationships of CosIT Components

Business
Goals

requirements information

IT Processes

U pewpne

Control
from Control
Outcome o
Tesie ¥ Objectives

Responsibility

and | |Performance| | Outcome Maturity %%2??]' basedon P(igcr:]ttircgls
Accountability Indicators Measures Models Testgs

Chart

CosIT is a framework and supporting tool set that allow managers to bridge the gap with respect to control requirements, technical issues
and business risks, and communicate that level of control to stakeholders. COBIT enables the development of clear policies and good
practice for IT control throughout enterprises. CoBIT is continuously kept up to date and harmonised with other standards and guidance.
Hence, CoBIT has become the integrator for IT good practices and the umbrella framework for IT governance that helps in
understanding and managing the risks and benefits associated with IT. The process structure of CoBIT and its high-level,
business-oriented approach provide an end-to-end view of IT and the decisions to be made about IT.

The benefits of implementing COBIT as a governance framework over IT include:
* Better alignment, based on a business focus

* A view, understandable to management, of what IT does

* Clear ownership and responsibilities, based on process orientation

* General acceptability with third parties and regulators

* Shared understanding amongst all stakeholders, based on a common language

« Fulfilment of the COSO requirements for the IT control environment

The rest of this document provides a description of the COBIT framework and all of the core CoBIT components, organised by CoBIT’s

four IT domains and 34 IT processes. This provides a handy reference book for all of the main CoBIT guidance. Several appendices are
also provided as useful references.

The most complete and up-to-date information on CoBIT and related products, including online tools, implementation guides, case
studies, newsletters and educational materials can be found at www.isaca.org/cobit.
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CoBIT FRAMEWORK

CoBIT Mission:
To research, develop, publicise and promote an authoritative, up-to-date, internationally accepted IT governance control framework
for adoption by enterprises and day-to-day use by business managers, IT professionals and assurance professionals

THE NEED FOR A CONTROL FRAMEWORK FOR IT GOVERNANCE

A control framework for IT governance defines the reasons IT governance is needed, the stakeholders and what it needs to accomplish.

Why

Increasingly, top management is realising the significant impact that information can have on the success of the enterprise. Management
expects heightened understanding of the way IT is operated and the likelihood of its being leveraged successfully for competitive
advantage. In particular, top management needs to know if information is being managed by the enterprise so that it is:

« Likely to achieve its objectives

* Resilient enough to learn and adapt

* Judiciously managing the risks it faces

* Appropriately recognising opportunities and acting upon them

Successful enterprises understand the risks and exploit the benefits of IT and find ways to deal with:

* Aligning IT strategy with the business strategy

* Assuring investors and shareholders that a ‘standard of due care’ around mitigating IT risks is being met by the organisation
* Cascading IT strategy and goals down into the enterprise

* Obtaining value from IT investments

* Providing organisational structures that facilitate the implementation of strategy and goals

* Creating constructive relationships and effective communication between the business and IT, and with external partners

* Measuring IT’s performance

Enterprises cannot deliver effectively against these business and governance requirements without adopting and implementing
a governance and control framework for IT to:

* Make a link to the business requirements

» Make performance against these requirements transparent

* Organise its activities into a generally accepted process model

* Identify the major resources to be leveraged

* Define the management control objectives to be considered

Furthermore, governance and control frameworks are becoming a part of IT management good practice and are an enabler
for establishing IT governance and complying with continually increasing regulatory requirements.

IT good practices have become significant due to a number of factors:

* Business managers and boards demanding a better return from IT investments, i.e., that IT delivers what the business needs
to enhance stakeholder value

* Concern over the generally increasing level of IT expenditure

* The need to meet regulatory requirements for IT controls in areas such as privacy and financial reporting (e.g., the
US Sarbanes-Oxley Act, Basel II) and in specific sectors such as finance, pharmaceutical and healthcare

* The selection of service providers and the management of service outsourcing and acquisition

* Increasingly complex IT-related risks, such as network security

* IT governance initiatives that include adoption of control frameworks and good practices to help monitor and improve critical
IT activities to increase business value and reduce business risk

* The need to optimise costs by following, where possible, standardised, rather than specially developed, approaches

* The growing maturity and consequent acceptance of well-regarded frameworks, such as CoBIT, IT Infrastructure Library (ITIL), ISO
27000 series on information security-related standards, ISO 9001:2000 Quality Management Systems—Requirements, Capability
Maturity Model” Integration (CMMI), Projects in Controlled Environments 2 (PRINCE2) and 4 Guide to the Project Management
Body of Knowledge (PMBOK)

* The need for enterprises to assess how they are performing against generally accepted standards and their peers (benchmarking)
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Who

A governance and control framework needs to serve a variety of internal and external stakeholders, each of whom has
specific needs:
» Stakeholders within the enterprise who have an interest in generating value from IT investments:
— Those who make investment decisions
— Those who decide about requirements
— Those who use IT services
* Internal and external stakeholders who provide IT services:
— Those who manage the IT organisation and processes
— Those who develop capabilities
— Those who operate the services
* Internal and external stakeholders who have a control/risk responsibility:
— Those with security, privacy and/or risk responsibilities
— Those performing compliance functions
— Those requiring or providing assurance services

What

To meet the requirements listed in the previous section, a framework for IT governance and control should:

* Provide a business focus to enable alignment between business and IT objectives

« Establish a process orientation to define the scope and extent of coverage, with a defined structure enabling easy navigation
of content

* Be generally acceptable by being consistent with accepted IT good practices and standards and independent of specific technologies

* Supply a common language with a set of terms and definitions that are generally understandable by all stakeholders

* Help meet regulatory requirements by being consistent with generally accepted corporate governance standards (e.g., COSO) and IT
controls expected by regulators and external auditors

HOW CosIT MEETS THE NEED

In response to the needs described in the previous section, the COBIT framework was created with the main characteristics of being
business-focused, process-oriented, controls-based and measurement-driven.

Business-focused

Business orientation is the main theme of CoBIT. It is designed not only to be employed by IT service providers, users and auditors, but
also, and more important, to provide comprehensive guidance for management and business process owners.

The CoBIT framework is based on the following principle (figure 5):
To provide the information that the enterprise requires to
achieve its objectives, the enterprise needs to invest in and Figure 5—Basic CosIT Principle
manage and control IT resources using a structured set of
processes to provide the services that deliver the required
enterprise information.

Business
Requirements

drive the
investments in

which responds
to

Managing and controlling information are at the heart of the
CoBIT framework and help ensure alignment to business

requirements.
CoBIT’S INFORMATION CRITERIA IEpterpr;_se IT Resources
To satisfy business objectives, information needs to conform to LLLALEL

certain control criteria, which CoBIT refers to as business

requirements for information. Based on the broader quality,

fiduciary and security requirements, seven distinct, certainly

overlapping, information criteria are defined as follows:

* Effectiveness deals with information being relevant and
pertinent to the business process as well as being delivered in a
timely, correct, consistent and usable manner.

to deliver that are

IT Processes used by
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« Efficiency concerns the provision of information through the optimal (most productive and economical) use of resources.

* Confidentiality concerns the protection of sensitive information from unauthorised disclosure.

* Integrity relates to the accuracy and completeness of information as well as to its validity in accordance with business values and
expectations.

* Availability relates to information being available when required by the business process now and in the future. It also concerns the
safeguarding of necessary resources and associated capabilities.

* Compliance deals with complying with the laws, regulations and contractual arrangements to which the business process is subject,
i.e., externally imposed business criteria as well as internal policies.

* Reliability relates to the provision of appropriate information for management to operate the entity and exercise its fiduciary and
governance responsibilities.

BUSINESS GOALS AND IT GOALS

Whilst information criteria provide a generic method for defining the business requirements, defining a set of generic business and IT
goals provides a business-related and more refined basis for establishing business requirements and developing the metrics that allow
measurement against these goals. Every enterprise uses IT to enable business initiatives, and these can be represented as business goals
for IT. Appendix I provides a matrix of generic business goals and IT goals and shows how they map to the information criteria. These
generic examples can be used as a guide to determine the specific business requirements, goals and metrics for the enterprise.

If IT is to successfully deliver services to support the enterprise’s strategy, there should be a clear ownership and direction of the
requirements by the business (the customer) and a clear understanding of what needs to be delivered, and how, by IT (the provider).

Figure 6 illustrates how the enterprise strategy should be translated by the business into objectives related to IT-enabled initiatives (the
business goals for IT). These objectives should lead to a clear definition of IT’s own objectives (the IT goals), which in turn define the
IT resources and capabilities (the enterprise architecture for IT) required to successfully execute IT’s part of the enterprise’s strategy.'
Once the aligned goals have been defined, they need to be monitored to ensure that actual delivery matches expectations. This is
achieved by metrics that are derived from the goals and captured in an IT scorecard.

Figure 6—Defining IT Goals and Enterprise Architecture for IT

: ; Enterprise
L Enterprise Business : IT
Strategy Goals for IT>> IT Goals > >Arc¥;£ef:1;ur>> Scorecard

PEd \ AR
- \ RS
-7 AY
- \ ’ ~
- A ’ RS
- \
-7 N ,' S~
~ A s

Business Governance deliver :
Requirements Requirements Information
require L ) ‘J influence
Information run
Services IT Processes Applications
el |_, Informati

nformation Infrastructure

Criteria v and People

Business Goals for IT Enterprise Architecture for IT

For the customer to understand the IT goals and IT scorecard, all of these objectives and associated metrics should be expressed in
business terms meaningful to the customer. This, combined with an effective alignment of the hierarchy of objectives, will ensure that
the business can confirm that IT is likely to support the enterprise’s goals.

"It needs to be noted that the definition and implementation of an enterprise architecture for IT will also create internal IT goals that contribute to, but are not
directly derived from, the business goals.
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Appendix I, Tables Linking Goals and Processes, provides a global view of how generic business goals relate to IT goals, IT processes
and information criteria. The tables help demonstrate the scope of CoBIT and the overall business relationship between CoBIT and
enterprise drivers. As figure 6 illustrates, these drivers come from the business and from the governance layer of the enterprise, the
former focusing more on functionality and speed of delivery, the latter more on cost-efficiency, return on investment (ROI) and
compliance.

IT RESOURCES

The IT organisation delivers against these goals by a clearly defined set of processes that use people skills and technology infrastructure
to run automated business applications while leveraging business information. These resources, together with the processes, constitute an
enterprise architecture for IT, as shown in figure 6.

To respond to the business requirements for IT, the enterprise needs to invest in the resources required to create an adequate technical
capability (e.g., an enterprise resource planning [ERP] system) to support a business capability (e.g., implementing a supply chain)
resulting in the desired outcome (e.g., increased sales and financial benefits).

The IT resources identified in CoBIT can be defined as follows:

» Applications are the automated user systems and manual procedures that process the information.

* Information is the data, in all their forms, input, processed and output by the information systems in whatever form is used by
the business.

* Infrastructure is the technology and facilities (i.e., hardware, operating systems, database management systems, networking,
multimedia, and the environment that houses and supports them) that enable the processing of the applications.

* People are the personnel required to plan, organise, acquire, implement, deliver, support, monitor and evaluate the information systems
and services. They may be internal, outsourced or contracted as required.

Figure 7 summarises how the business goals for IT influence how the IT resources - -
need to be managed by the IT processes to deliver IT’s goals. Figure 7—Mar.|ag|ng IT Resources
to Deliver IT Goals

Process-oriented Enterprise Goals
| Governance Drivers J
CoBIT defines IT activities in a generic process model within four domains. These | Business Outcomes [ ]

domains are Plan and Organise, Acquire and Implement, Deliver and Support, and i i
Monitor and Evaluate. The domains map to IT’s traditional responsibility areas of plan,
build, run and monitor.

The CoBIT framework provides a reference process model and common language for
everyone in an enterprise to view and manage IT activities. Incorporating an operational
model and a common language for all parts of the business involved in IT is one of the
most important and initial steps toward good governance. It also provides a framework
for measuring and monitoring IT performance, communicating with service providers
and integrating best management practices. A process model encourages process
ownership, enabling responsibilities and accountability to be defined.

Applications
Information
Infrastructure
People

ol

IT Processes ‘

R

IT Goals ‘

>

P |

$

To govern IT effectively, it is important to appreciate the activities and risks within IT
that need to be managed. They are usually ordered into the responsibility
doma@ns of plan, bu.ild, ‘run and monitor. Within the CoBIT framework, these Figure 8—The Four Interrelated
domains, as shown in figure 8, are called: Domains of CogiT
* Plan and Organise (PO)—Provides direction to solution delivery (AI)
and service delivery (DS) .
* Acquire and Implement (AI)—Provides the solutions and passes them to Plan and Organlse
be turned into services I I
* Deliver and Support (DS)—Receives the solutions and makes them Acquire Deliver
usable for end users and and
* Monitor and Evaluate (ME)—Monitors all processes to ensure that the
direction provided is followed ImpIeIment SU%OHZ

Monitor and Evaluate

12 IT GOVERNANCE INSTITUTE



PLAN AND ORGANISE (PO)

This domain covers strategy and tactics, and concerns the identification of the way IT can best contribute to the achievement of the
business objectives. The realisation of the strategic vision needs to be planned, communicated and managed for different perspectives. A
proper organisation as well as technological infrastructure should be put in place. This domain typically addresses the following
management questions:

* Are IT and the business strategy aligned?

* Is the enterprise achieving optimum use of its resources?

* Does everyone in the organisation understand the IT objectives?

o Are IT risks understood and being managed?

* [s the quality of IT systems appropriate for business needs?

ACQUIRE AND IMPLEMENT (AI)

To realise the IT strategy, IT solutions need to be identified, developed or acquired, as well as implemented and integrated into the
business process. In addition, changes in and maintenance of existing systems are covered by this domain to make sure the solutions
continue to meet business objectives. This domain typically addresses the following management questions:

* Are new projects likely to deliver solutions that meet business needs?

* Are new projects likely to be delivered on time and within budget?

* Will the new systems work properly when implemented?

» Will changes be made without upsetting current business operations?

DELIVER AND SUPPORT (DS)

This domain is concerned with the actual delivery of required services, which includes service delivery, management of security and
continuity, service support for users, and management of data and operational facilities. It typically addresses the following management
questions:

* Are IT services being delivered in line with business priorities?

* Are IT costs optimised?

* [s the workforce able to use the IT systems productively and safely?

* Are adequate confidentiality, integrity and availability in place for information security?

MONITOR AND EVALUATE (ME)

AllIT processes need to be regularly assessed over time for their quality and compliance with control requirements. This domain
addresses performance management, monitoring of internal control, regulatory compliance and governance. It typically addresses the
following management questions:

* Is IT’ performance measured to detect problems before it is too late?

* Does management ensure that internal controls are effective and efficient?

¢ Can IT performance be linked back to business goals?

* Are adequate confidentiality, integrity and availability controls in place for information security?

Across these four domains, COBIT has identified 34 IT processes that are generally used (refer to figure 22 for the complete list). While
most enterprises have defined plan, build, run and monitor responsibilities for IT, and most have the same key processes, few will have
the same process structure or apply all 34 CoBIT processes. COBIT provides a complete list of processes that can be used to verify the
completeness of activities and responsibilities; however, they need not all apply, and, even more, they can be combined as required by
each enterprise.

For each of these 34 processes, a link is made to the business and IT goals that are supported. Information on how the goals can be
measured, what the key activities and major deliverables are, and who is responsible for them is also provided.

Controls-based

CoBIT defines control objectives for all 34 processes, as well as overarching process and application controls.

PROCESSES NEED CONTROLS
Control is defined as the policies, procedures, practices and organisational structures designed to provide reasonable assurance that
business objectives will be achieved and undesired events will be prevented or detected and corrected.
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IT control objectives provide a complete set of high-level requirements to be considered by management for effective control of each IT

process. They:

* Are statements of managerial actions to increase value or reduce risk

* Consist of policies, procedures, practices and organisational structures

* Are designed to provide reasonable assurance that business objectives will be achieved and undesired events will be prevented or
detected and corrected

Enterprise management needs to make choices relative to these control objectives by:
* Selecting those that are applicable

* Deciding upon those that will be implemented

¢ Choosing how to implement them (frequency, span, automation, etc.)

* Accepting the risk of not implementing those that may apply

Guidance can .be .obtaine.d frorp thg standard control model shown in figure 9. It Figure 9—Control Model
follows the principles evident in this analogy: When the room temperature
(standard) for the heating system (process) is set, the system will constantly check ACT

(compare) ambient room temperature (control information) and will signal (act) the
heating system to provide more or less heat. (

Operational management uses processes to organise and manage ongoing IT —
activities. COBIT provides a generic process model that represents all the processes Standards || Compars
normally found in IT functions, providing a common reference model Objectives
understandable to operational IT and business managers. To achieve effective
governance, controls need to be implemented by operational managers within a

defined control framework for all IT processes. Since CoBIT’s IT control objectives

are organised by IT process, the framework provides clear links amongst IT

governance requirements, IT processes and IT controls. INf?gI'%\II\T/II/R\(T)ILON

Process

Each of CoBIT’s IT processes has a process description and a number of control
objectives. As a whole, they are the characteristics of a well-managed process.

The control objectives are identified by a two-character domain reference (PO, Al, DS and ME) plus a process number and a control
objective number. In addition to the control objectives, each CoBIT process has generic control requirements that are identified by PCn,
for process control number. They should be considered together with the process control objectives to have a complete view of control
requirements.

PC1 Process Goals and Objectives

Define and communicate specific, measurable, actionable, realistic, results-oriented and timely (SMARRT) process goals and objectives
for the effective execution of each IT process. Ensure that they are linked to the business goals and supported by

suitable metrics.

PC2 Process Ownership

Assign an owner for each IT process, and clearly define the roles and responsibilities of the process owner. Include, for example,
responsibility for process design, interaction with other processes, accountability for the end results, measurement of process
performance and the identification of improvement opportunities.

PC3 Process Repeatability

Design and establish each key IT process such that it is repeatable and consistently produces the expected results. Provide for a logical
but flexible and scaleable sequence of activities that will lead to the desired results and is agile enough to deal with exceptions and
emergencies. Use consistent processes, where possible, and tailor only when unavoidable.

PC4 Roles and Responsibilities
Define the key activities and end deliverables of the process. Assign and communicate unambiguous roles and responsibilities for effective
and efficient execution of the key activities and their documentation as well as accountability for the process end deliverables.

PC5 Policy, Plans and Procedures

Define and communicate how all policies, plans and procedures that drive an IT process are documented, reviewed, maintained, approved,
stored, communicated and used for training. Assign responsibilities for each of these activities and, at appropriate times, review whether they
are executed correctly. Ensure that the policies, plans and procedures are accessible, correct, understood and up to date.
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PC6 Process Performance Improvement

Identify a set of metrics that provides insight into the outcomes and performance of the process. Establish targets that reflect on the
process goals and performance indicators that enable the achievement of process goals. Define how the data are to be obtained. Compare
actual measurements to targets and take action upon deviations, where necessary. Align metrics, targets and methods with IT’s overall
performance monitoring approach.

Effective controls reduce risk, increase the likelihood of value delivery and improve efficiency because there will be fewer errors and a
more consistent management approach.

In addition, CoBIT provides examples for each process that are illustrative, but not prescriptive or exhaustive, of:

* Generic inputs and outputs

* Activities and guidance on roles and responsibilities in a Responsible, Accountable, Consulted and Informed (RACI) chart
* Key activity goals (the most important things to do)

* Metrics

In addition to appreciating what controls are required, process owners need to understand what inputs they require from others and what
others require from their process. COBIT provides generic examples of the key inputs and outputs for each process, including external IT
requirements. There are some outputs that are input to all other processes, marked as ‘ALL in the output tables, but they are not mentioned
as inputs in all processes, and typically include quality standards and metrics requirements, the IT process framework, documented roles and
responsibilities, the enterprise IT control framework, IT policies, and personnel roles and responsibilities.

Understanding the roles and responsibilities for each process is key to effective governance. CoBIT provides a RACI chart for each
process. Accountable means ‘the buck stops here’—this is the person who provides direction and authorises an activity. Responsibility is
attributed to the person who gets the task done. The other two roles (consulted and informed) ensure that everyone who needs to be is
involved and supports the process.

BUSINESS AND IT CONTROLS

The enterprise’s system of internal controls impacts IT at three levels:

* At the executive management level, business objectives are set, policies are established and decisions are made on how to deploy and
manage the resources of the enterprise to execute the enterprise strategy. The overall approach to governance and control is established
by the board and communicated throughout the enterprise. The IT control environment is directed by this top-level set of objectives and
policies.

* At the business process level, controls are applied to specific business activities. Most business processes are automated and integrated
with IT application systems, resulting in many of the controls at this level being automated as well. These controls are known as
application controls. However, some controls within the business process remain as manual procedures, such as authorisation for
transactions, separation of duties and manual reconciliations. Therefore, controls at the business process level are a combination of
manual controls operated by the business and automated business and application controls. Both are the responsibility of the business
to define and manage, although the application controls require the IT function to support their design and development.

* To support the business processes, IT provides IT services, usually in a shared service to many business processes, as many of the
development and operational IT processes are provided to the whole enterprise, and much of the IT infrastructure is provided as a
common service (e.g., networks, databases, operating systems and storage). The controls applied to all IT service activities are known
as IT general controls. The reliable operation of these general controls is necessary for reliance to be placed on application controls. For
example, poor change management could jeopardise (accidentally or deliberately) the reliability of automated integrity checks.

IT GENERAL CONTROLS AND APPLICATION CONTROLS

General controls are controls embedded in IT processes and services. Examples include:
* Systems development

* Change management

* Security

» Computer operations

Controls embedded in business process applications are commonly referred to as application controls. Examples include:
» Completeness

* Accuracy

* Validity

* Authorisation

* Segregation of duties
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CoBIT assumes the design and implementation of automated application controls to be the responsibility of IT, covered in the Acquire
and Implement domain, based on business requirements defined using CoBIT’s information criteria, as shown in figure 10. The
operational management and control responsibility for application controls is not with IT, but with the business process owner.

Figure 10—Boundaries of Business, General and Application Controls

Business’s Responsibility IT’s Responsibility
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Hence, the responsibility for application controls is an end-to-end joint responsibility between business and IT, but the nature of the
responsibilities changes as follows:
* The business is responsible to properly:
— Define functional and control requirements
— Use automated services
* IT is responsible to:
— Automate and implement business functional and control requirements
— Establish controls to maintain the integrity of applications controls

Therefore, the CoBIT IT processes cover general IT controls, but only the development aspects of application controls; responsibility for
definition and operational usage is with the business.

The following list provides a recommended set of application control objectives. They are identified by ACn, for application
control number.

ACI Source Data Preparation and Authorisation

Ensure that source documents are prepared by authorised and qualified personnel following established procedures, taking into account
adequate segregation of duties regarding the origination and approval of these documents. Errors and omissions can be minimised
through good input form design. Detect errors and irregularities so they can be reported and corrected.

AC2 Source Data Collection and Entry

Establish that data input is performed in a timely manner by authorised and qualified staff. Correction and resubmission of data that
were erroneously input should be performed without compromising original transaction authorisation levels. Where appropriate for
reconstruction, retain original source documents for the appropriate amount of time.

AC3 Accuracy, Completeness and Authenticity Checks
Ensure that transactions are accurate, complete and valid. Validate data that were input, and edit or send back for correction as close to
the point of origination as possible.
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AC4 Processing Integrity and Validity
Maintain the integrity and validity of data throughout the processing cycle. Detection of erroneous transactions does not disrupt the
processing of valid transactions.

ACS5 Output Review, Reconciliation and Error Handling

Establish procedures and associated responsibilities to ensure that output is handled in an authorised manner, delivered to the appropriate
recipient, and protected during transmission; that verification, detection and correction of the accuracy of output occurs; and that
information provided in the output is used.

ACG6 Transaction Authentication and Integrity

Before passing transaction data between internal applications and business/operational functions (in or outside the enterprise),

check it for proper addressing, authenticity of origin and integrity of content. Maintain authenticity and integrity during transmission or
transport.

Measurement-driven

A basic need for every enterprise is to understand the status of its own IT systems and to decide what level of management and control
the enterprise should provide. To decide on the right level, management should ask itself: How far should we go, and is the cost justified
by the benefit?

Obtaining an objective view of an enterprise’s own performance level is not easy. What should be measured and how? Enterprises need to

measure where they are and where improvement is required, and implement a management tool kit to monitor this improvement.

CoBIT deals with these issues by providing:

* Maturity models to enable benchmarking and identification of necessary capability improvements

* Performance goals and metrics for the IT processes, demonstrating how processes meet business and IT goals and are used for
measuring internal process performance based on balanced scorecard principles

* Activity goals for enabling effective process performance

MATURITY MODELS

Senior managers in corporate and public enterprises are increasingly asked to consider how well IT is being managed. In response

to this, business cases require development for improvement and reaching the appropriate level of management and control over the
information infrastructure. While few would argue that this is not a good thing, they need to consider the cost-benefit balance and these
related questions:

* What are our industry peers doing, and how are we placed in relation to them?

» What is acceptable industry good practice, and how are we placed with regard to these practices?

* Based upon these comparisons, can we be said to be doing enough?

* How do we identify what is required to be done to reach an adequate level of management and control over our IT processes?

It can be difficult to supply meaningful answers to these questions. IT management is constantly on the lookout for benchmarking and
self-assessment tools in response to the need to know what to do in an efficient manner. Starting from CoBIT’s processes, the process
owner should be able to incrementally benchmark against that control objective. This responds to three needs:

1. A relative measure of where the enterprise is

2. A manner to efficiently decide where to go

3. A tool for measuring progress against the goal

Maturity modelling for management and control over IT processes is based on a method of evaluating the organisation, so it can be rated
from a maturity level of non-existent (0) to optimised (5). This approach is derived from the maturity model that the Software
Engineering Institute (SEI) defined for the maturity of software development capability. Although concepts of the SEI approach were
followed, the CoBIT implementation differs considerably from the original SEI, which was oriented toward software product engineering
principles, organisations striving for excellence in these areas and formal appraisal of maturity levels so that software developers could
be ‘certified’. In CoBIT, a generic definition is provided for the CoBIT maturity scale, which is similar to CMM but interpreted for the
nature of CoBIT’s IT management processes. A specific model is provided from this generic scale for each of CoBIT’s 34 processes.
Whatever the model, the scales should not be too granular, as that would render the system difficult to use and suggest a precision that is
not justifiable because, in general, the purpose is to identify where issues are and how to set priorities for improvements. The purpose is
not to assess the level of adherence to the control objectives.
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The maturity levels are designed as profiles of IT processes that an enterprise would recognise as descriptions of possible current and
future states. They are not designed for use as a threshold model, where one cannot move to the next higher level without having fulfilled
all conditions of the lower level. With CoBIT’s maturity models, unlike the original SEI CMM approach, there is no intention to measure
levels precisely or try to certify that a level has exactly been met. A CoBIT maturity assessment is likely to result in a profile where
conditions relevant to several maturity levels will be met, as shown in the example graph in figure 11.

Figure 11 —Possible Maturity Level of an IT Process

01 1 ﬂ

MMlevel1  MMlevel2  MMlevel3  MMlevel4 MM level 5

Possible maturity level of an IT process: The example illustrates a process that is largely at level 3 but still has some compliance issues
with lower level requirements whilst already investing in performance measurement (level 4) and optimisation (level 5)

This is because when assessing maturity using CoBIT’s models, it will often be the case that some implementation will be in place at
different levels even if it is not complete or sufficient. These strengths can be built on to further improve maturity. For example, some parts
of the process can be well defined, and, even if it is incomplete, it would be misleading to say the process is not defined at all.

Using the maturity models developed for each of CoBIT’s 34 IT processes, management can identify:
* The actual performance of the enterprise—Where the enterprise is today

* The current status of the industry—The comparison

* The enterprise’s target for improvement—Where the enterprise wants to be

* The required growth path between ‘as-is’ and ‘to-be’

To make the results easily usable in management briefings, where they will be presented as a means to support the business case for
future plans, a graphical presentation method needs to be provided (figure 12).

Figure 12— Graphic Representation of Maturity Models

Initial/  Repeatable Defined Managed and
Non-existent Ad Hoc but Intuitive  Process Measurable Optimised

A
LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED
Enterprise current status 0—Management processes are not applied at all.

‘ In dustry average 1—Processes are ad hoc and disorganised.
2—Processes follow a regular pattern.

Enterprise target 3—Processes are documented and communicated.
4—Processes are monitored and measured.
5—Good practices are followed and automated.
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The development of the graphical representation was based on the generic maturity model descriptions shown in figure 13.

Figure 13—Generic Maturity Model

0 Non-existent—Complete lack of any recognisable processes. The enterprise has not even recognised that there is an issue to be addressed.

1 Initial/Ad Hoc—There is evidence that the enterprise has recognised that the issues exist and need to be addressed. There are, however, no standardised
processes; instead, there are ad hoc approaches that tend to be applied on an individual or case-by-case basis. The overall approach to management is
disorganised.

2 Repeatable but Intuitive—Processes have developed to the stage where similar procedures are followed by different people undertaking the same task. There
is no formal training or communication of standard procedures, and responsibility is left to the individual. There is a high degree of reliance on the knowledge of
individuals and, therefore, errors are likely.

3 Defined Process—Procedures have been standardised and documented, and communicated through training. It is mandated that these processes should be
followed; however, it is unlikely that deviations will be detected. The procedures themselves are not sophisticated
but are the formalisation of existing practices.

4 Managed and Measurable—Management monitors and measures compliance with procedures and takes action where processes appear not to be working
effectively. Processes are under constant improvement and provide good practice. Automation and tools are used in a limited or fragmented way.

5 Optimised—Processes have been refined to a level of good practice, based on the results of continuous improvement and maturity modelling with other
enterprises. IT is used in an integrated way to automate the workflow, providing tools to improve quality and effectiveness, making the enterprise quick to adapt.

CoBIT is a framework developed for IT process management with a strong focus on control. These scales need to be practical to apply
and reasonably easy to understand. The topic of IT process management is inherently complex and subjective and, therefore, is best
approached through facilitated assessments that raise awareness, capture broad consensus and motivate improvement. These assessments
can be performed either against the maturity level descriptions as a whole or with more rigour against each of the individual statements
of the descriptions. Either way, expertise in the enterprise’s process under review is required.

The advantage of a maturity model approach is that it is relatively easy for management to place itself on the scale and appreciate what
is involved if improved performance is needed. The scale includes 0 because it is quite possible that no process exists at all. The 0-5
scale is based on a simple maturity scale showing how a process evolves from a non-existent capability to an optimised capability.

However, process management capability is not the same as process performance. The required capability, as determined by business and
IT goals, may not need to be applied to the same level across the entire IT environment, e.g., not consistently or to only a limited number
of systems or units. Performance measurement, as covered in the next paragraphs, is essential in determining what the enterprise’s actual
performance is for its IT processes.

Although a properly applied capability already reduces risks, an enterprise still needs to analyse the controls necessary to ensure that risk
is mitigated and value is obtained in line with the risk appetite and business objectives. These controls are guided by CoBIT’s control
objectives. Appendix III provides a maturity model on internal control that illustrates the maturity of an enterprise relative to
establishment and performance of internal control. Often this analysis is initiated in response to external drivers, but ideally it should be
instituted as documented by CoBIT processes PO6 Communicate management aims and directions and ME2 Monitor and evaluate
internal control.

Capability, coverage and control are all dimensions of process Figure 14—The Three Dimensions of Maturity
maturity, as illustrated in figure 14.
(ca:)iggéllity)

The maturity model is a way of measuring how well developed 4+
management processes are, i.e., how capable they actually are. How 5T
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The maturity model scales will help professionals explain to managers where IT process management shortcomings exist and set targets
for where they need to be. The right maturity level will be influenced by the enterprise’s business objectives, the operating environment
and industry practices. Specifically, the level of management maturity will depend on the enterprise’s dependence on IT, its technology
sophistication and, most important, the value of its information.

A strategic reference point for an enterprise to improve management and control of IT processes can be found by looking at emerging
international standards and best-in-class practices. The emerging practices of today may become the expected level of performance of
tomorrow and, therefore, are useful for planning where an enterprise wants to be over time.

The maturity models are built up starting from the generic qualitative model (see figure 13) to which principles from the following
attributes are added in an increasing manner through the levels:

 Awareness and communication

* Policies, plans and procedures

* Tools and automation

« Skills and expertise

* Responsibility and accountability

* Goal setting and measurement

The maturity attribute table shown in figure 15 lists the characteristics of how IT processes are managed and describes how they evolve
from a non-existent to an optimised process. These attributes can be used for more comprehensive assessment, gap analysis and
improvement planning.

In summary, maturity models provide a generic profile of the stages through which enterprises evolve for management and control of IT
processes. They are:

* A set of requirements and the enabling aspects at the different maturity levels

* A scale where the difference can be made measurable in an easy manner

* A scale that lends itself to pragmatic comparison

* The basis for setting as-is and to-be positions

* Support for gap analysis to determine what needs to be done to achieve a chosen level

» Taken together, a view of how IT is managed in the enterprise

The CoBIT maturity models focus on maturity, but not necessarily on coverage and depth of control. They are not a number for which to
strive, nor are they designed to be a formal basis for certification with discrete levels that create thresholds that are difficult to cross.
However, they are designed to be always applicable, with levels that provide a description an enterprise can recognise as best fitting its
processes. The right level is determined by the enterprise type, environment and strategy.

Coverage, depth of control, and how the capability is used and deployed are cost-benefit decisions. For example, a high level of security
management may have to be focused only on the most critical enterprise systems. Another example would be the choice between a
weekly manual review and a continuous automated control.

Finally, whilst higher levels of maturity increase control over the process, the enterprise still needs to analyse, based on risk and value
drivers, which control mechanisms it should apply. The generic business and IT goals defined in this framework will help with this
analysis. The control mechanisms are guided by CoBIT’s control objectives and focus on what is done in the process; the maturity
models primarily focus on how well a process is managed. Appendix III provides a generic maturity model showing the status of the
internal control environment and the establishment of internal controls in an enterprise.

A properly implemented control environment is attained when all three aspects of maturity (capability, coverage and control) have been
addressed. Improving maturity reduces risk and improves efficiency, leading to fewer errors, more predictable processes and a cost-
efficient use of resources.

PERFORMANCE MEASUREMENT

Goals and metrics are defined in CoBIT at three levels:

* IT goals and metrics that define what the business expects from IT and how to measure it

* Process goals and metrics that define what the IT process must deliver to support IT’s objectives and how to measure it

* Activity goals and metrics that establish what needs to happen inside the process to achieve the required performance and
how to measure it
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Awareness and
Communication

Policies, Plans
and Procedures

Tools and
Automation

Skills and
Expertise

Responsibility and
Accountability

Goal Setting
and Measurement

Recognition of the need for
the process is emerging.

There is sporadic
communication of the
issues.

There are ad hoc approaches to

processes and practices.

The process and policies
are undefined.

Some tools may exist;
usage is based on
standard desktop tools.

There is no planned
approach to the tool usage.

Skills required for the
process are not identified.

A training plan does not
exist and no formal training
oceurs.

There is no definition of
accountability and
responsibility. People take
ownership of issues based
on their own initiative on a
reactive basis.

Goals are not clear and no
measurement takes place.

There is awareness of the
need to act.

Management communicates
the overall issues.

Similar and common
processes emerge, but are
largely intuitive because of
individual expertise.

Some aspects of the process
are repeatable because of
individual expertise, and some
documentation and informal
understanding of policy and
procedures may exist.

Common approaches to
use of tools exist but are
based on solutions
developed by key
individuals.

Vendor tools may have
been acquired, but are
probably not applied
correctly, and may even
be shelfware.

Minimum skill requirements
are identified for critical
areas.

Training is provided in
response to needs, rather
than on the basis of an
agreed plan, and informal
training on the job occurs.

An individual assumes
his/her responsibility and is
usually held accountable,
even if this is not formally
agreed. There is confusion
about responsibility when
problems occur, and a
culture of blame tends

to exist.

Some goal setting occurs;
some financial measures are

established but are known only

by senior management. There
is inconsistent monitoring in
isolated areas.

There is understanding
of the need to act.

Management is more formal
and structured in its
communication.

Usage of good practices
emerges.

The process, policies and
procedures are defined and
documented for all key
activities.

A plan has been defined
for use and standardisation
of tools to automate the
process.

Tools are being used for
their basic purposes, but
may not all be in
accordance with the agreed
plan, and may not be
integrated with one another.

Skill requirements are defined
and documented for all areas.

A formal training plan has
been developed, but formal
training is still based on
individual initiatives.

Process responsibility and
accountability are defined
and process owners have
been identified. The process
owner is unlikely to have
the full authority to exercise
the responsibilities.

Some effectiveness goals and
measures are set, but are not
communicated, and there is a
clear link to business goals.
Measurement processes

emerge, but are not consistently

applied. IT balanced scorecard
ideas are being adopted, as is
occasional intuitive application
of root cause analysis.

There is understanding
of the full requirements.

Mature communication
techniques are applied and
standard communication
tools are in use.

The process is sound and
complete; internal best
practices are applied.

All aspects of the process
are documented and
repeatable. Policies have

been approved and signed off on

by management. Standards
for developing and
maintaining the processes
and procedures are adopted
and followed.

Tools are implemented
according to a
standardised plan, and
some have been
integrated with other
related tools.

Tools are being used in
main areas to automate
management of the
process and monitor
critical activities and
controls.

Skill requirements are
routinely updated for all areas,
proficiency is ensured

for all critical areas, and
certification is encouraged.

Mature training techniques

are applied according to the
training plan, and knowledge
sharing is encouraged. All
internal domain experts are
involved, and the effectiveness
of the training plan is assessed.

Process responsibility and
accountability are accepted
and working in a way that
enables a process owner
to fully discharge his/her
responsibilities. A reward
culture is in place that
motivates positive action.

Efficiency and effectiveness
are measured and
communicated and linked to
business goals and the IT
strategic plan. The IT balanced
scorecard is implemented

in some areas with exceptions

noted by management and root

cause analysis is being
standardised. Continuous
improvement is emerging.

There is advanced,
forward-looking
understanding of
requirements.

Proactive communication

of issues based on trends
exists, mature communication
techniques are applied, and
integrated communication
tools are in use.

External best practices and
standards are applied.

Process documentation is
evolved to automated
workflows. Processes,
policies and procedures are
standardised and integrated
to enable end-to-end
management and
improvement.

Standardised tool sets are
used across the enterprise.

Tools are fully integrated
with other related tools to
enable end-to-end
support of the processes.

Tools are being used to
support improvement of the
process and automatically
detect control exceptions.

The organisation formally
encourages continuous
improvement of skills, based
on clearly defined personal
and organisational goals.

Training and education

support external best practices
and use of leading-edge

concepts and techniques.
Knowledge sharing is an enterprise
culture, and knowledge-based
systems are being deployed.
External experts and industry
leaders are used for guidance.

Process owners are
empowered to make
decisions and take action.
The acceptance of
responsibility has been
cascaded down throughout
the organisation in a
consistent fashion.

There is an integrated
performance measurement
system linking IT performance
to business goals by global
application of the IT balanced
scorecard. Exceptions are
globally and consistently noted
by management and root
cause analysis is applied.
Continuous improvement is

a way of life.
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Goals are defined top-down in that a business goal will determine a number of IT goals to support it. An IT goal is achieved by one
process or the interaction of a number of processes. Therefore, IT goals help define the different process goals. In turn, each process
goal requires a number of activities, thereby establishing the activity goals. Figure 16 provides examples of the business, IT, process and
activity goal relationship.

Figure 16 —Example of Goal Relationships

l\éltaintqin Ensure that IT services Detect and resolve
regutgtri%rr:s:nd can resist and unauthorised
leadership. recover from attacks. access.

Business Goal IT Goal Process Goal

i Understand securit

b A= k Detect and resolve L requirements,

recover from attacks. unauthorised access. V”'"e{ﬁﬁlﬂ}ises and

IT Goals Process Goals Activity Goals

The terms KGI and KPI, used in previous versions of CoBIT, have been replaced with two types of metrics:

* Outcome measures, previously key goal indicators (KGIs), indicate whether the goals have been met. These can be measured only after
the fact and, therefore, are called ‘lag indicators’.

* Performance indicators, previously key performance indicators (KPIs), indicate whether goals are likely to be met. They can be
measured before the outcome is clear and, therefore, are called ‘lead indicators’.

Figure 17 provides possible goal or outcome measures for the example used.

Figure 17—Possible Outcome Measures for the Example in Figure 16

Business Goal IT Goal Process Goal Activity Goal
Maintain Ensure that IT services Understand
enterprise can resist and Detect and resolve security
leadership. - vulnerabilit
p attacks. T,
~ Number of Number of actual Frequency of
incidents causing '}I#mgﬁjre?lftsaﬁﬂﬁl incidents because review of the type
public business impact of unauthorised of security events
embarrassment access to be monitored
Outcome Measure Outcome Measure Outcome Measure Outcome Measure

The outome measures of the lower level become performance indicators for the higher level. As per the example in figure 16, an
outcome measure indicating that detection and resolution of unauthorised access are on target will also indicate that it will be more
likely that IT services can resist and recover from attacks. That is, the outcome measure has become a performance indicator for the
higher-level goal. Figure 18 illustrates how outcome measures for the example become performance metrics.

Outcome measures define measures that inform management—after the fact—whether an IT function, process or activity has achieved
its goals. The outcome measures of the IT functions are often expressed in terms of information criteria:

* Availability of information needed to support the business needs

* Absence of integrity and confidentiality risks

* Cost-efficiency of processes and operations

* Confirmation of reliability, effectiveness and compliance
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Figure 18 —Possible Performance Driv

Business Goal

IT Goal

Maintain
enterprise
reputation and
leadership.

Ensure that IT services
can resist and
recover from

attacks.

Number of actual
IT incidents with
business impact

Performance Metric

0’/[’8

Process Goal

Detect and resolve
unauthorised
access.

Number of actual
incidents because
of unauthorised
access

for the Example in Figure 16

Frequency of
review of the type
of security events

to be monitored

Performance Metric

Performance Metric

Performance indicators define measures that determine how well the business, IT function or IT process is performing in enabling the
goals to be reached. They are lead indicators of whether goals will likely be reached, thereby driving the higher-level goals. They often
measure the availability of appropriate capabilities, practices and skills, and the outcome of underlying activities. For example, a service
delivered by IT is a goal for IT but a performance indicator and a capability for the business. This is why performance indicators are
sometimes referred to as performance drivers, particularly in balanced scorecards.

Therefore, the metrics provided are both an outcome measure of the IT function, IT process or activity goal they measure, as well as a
performance indicator driving the higher-level business, IT function or IT process goal.

Figure 19 illustrates the relationship between the business, IT, process and activity goals, and the different metrics. From top left to top
right, the goals cascade is illustrated. Below the goal is the outcome measure for the goal. The small arrow indicates that the same metric
is a performance indicator for the higher-level goal.

Figure 19—Relationship Amongst Process, Goals and Metrics (DS5)

Define goals.
Business IT Process Activity
Goal Goal Goal Goal
Maintain Ensure that IT Understand
enterprise services can security

ICHHE
recover from

reputation and
leadership.

requirements,
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attacks. and threats.
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= S
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Outcome q Performance

Measure  Frocess Metric Indicator

Indicate performance.

The example provided is from DS5 Ensure systems security. COBIT provides metrics only up to the IT goals outcome as delineated
by the dotted line. While they are also performance indicators for the business goals for IT, CoBIT does not provide business goal
outcome measures.
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The business and IT goals used in the goals and metrics section of CoBIT, including their relationship, are provided in appendix I. For
each IT process in CoBIT, the goals and metrics are presented, as noted in figure 20.

Figure 20—Presentation of Goals and Metrics
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The metrics have been developed with the following characteristics in mind:

* A high insight-to-effort ratio (i.e., insight into performance and the achievement of goals as compared to the effort to capture them)

» Comparable internally (e.g., percent against a base or numbers over time)

» Comparable externally irrespective of enterprise size or industry

* Better to have a few good metrics (may even be one very good one
that could be influenced by different means) than a longer list of Figure 21 —CoBIT Management, Control,
lower-quality metrics Alignment and Monitoring

* Easy to measure, not to be confused with targets

Business Goals
The CoBIT Framework Model Drivers - .
l l lBusiness Outcomes I» J >

The CoBIT framework, therefore, ties the businesses requirements for | | | |
information and governance to the objectives of the IT services
function. The CoBIT process model enables IT activities and the
resources that support them to be properly managed

and controlled based on CoBIT’s control objectives, and aligned and
monitored using COBIT’s goals and metrics, as illustrated

in figure 21.
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To summarise, IT resources are managed by IT processes to achieve
IT goals that respond to the business requirements. This is the basic
principle of the CoBIT framework, as illustrated by the CoBIT cube
(figure 22).
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Figure 22—The CosIT Cube
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In more detail, the overall CoBIT framework can be shown graphically, as depicted in figure 23, with CoBIT’s process model of four
domains containing 34 generic processes, managing the IT resources to deliver information to the business according to business and
governance requirements.

CoBIT’s General Acceptability

CoBIT is based on the analysis and harmonisation of existing IT standards and good practices and conforms to generally accepted
governance principles. It is positioned at a high level, driven by business requirements, covers the full range of IT activities, and
concentrates on what should be achieved rather than Zow to achieve effective governance, management and control. Therefore, it acts as an
integrator of IT governance practices and appeals to executive management; business and IT management; governance, assurance and
security professionals; and IT audit and control professionals. It is designed to be complementary to, and used together with, other
standards and good practices.

Implementation of good practices should be consistent with the enterprise’s governance and control framework, appropriate for the
organisation, and integrated with other methods and practices that are being used. Standards and good practices are not a panacea. Their
effectiveness depends on how they have been implemented and kept up to date. They are most useful when applied as a set of principles
and as a starting point for tailoring specific procedures. To avoid practices becoming shelfware, management and staff should understand
what to do, how to do it and why it is important.

To achieve alignment of good practice to business requirements, it is recommended that CoBIT be used at the highest level, providing an
overall control framework based on an IT process model that should generically suit every enterprise. Specific practices and standards
covering discrete areas can be mapped up to the CoBIT framework, thus providing a hierarchy of guidance materials.

CoBIT appeals to different users:

* Executive management—To obtain value from IT investments and balance risk and control investment in an often unpredictable
IT environment

* Business management—To obtain assurance on the management and control of IT services provided by internal or third parties

* IT management—To provide the IT services that the business requires to support the business strategy in a controlled and managed
way

* Auditors—To substantiate their opinions and/or provide advice to management on internal controls

CoBIT has been developed and is maintained by an independent, not-for-profit research institute, drawing on the expertise of its affiliated
association’s members, industry experts, and control and security professionals. Its content is based on ongoing research into IT good
practice and is continuously maintained, providing an objective and practical resource for all types of users.

CoBIT is oriented toward the objectives and scope of IT governance, ensuring that its control framework is comprehensive, in alignment
with enterprise governance principles and, therefore, acceptable to boards, executive management, auditors and regulators. In appendix
11, a mapping is provided showing how COBIT’s control objectives map onto the five focus areas of IT governance and the COSO control
activities.
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Figure 23—Overall CoBIT Framework

BUSINESS'OBJECTIVES

ME1 Monitor and evaluate IT performance.
ME2 Monitor and evaluate internal control.
ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

MONITOR AND
EVALUATE

IT RESOURCES

« Applications

o Inform

o Infrastructure

« People

DELIVER AND
SUPPORT

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity.
DS4 Ensure continuous service.

DS5 Ensure systems security.

DS6 Identify and allocate costs.

DS7 Educate and train users.

DS8 Manage service desk and incidents.
DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations.

§ IMPLEMENT

GOVERNANCE'OBJECTIVES

PO1 Define a strategic IT plan.

P02 Define the information architecture.

P03 Determine technological direction.

P04 Define the IT processes, organisation and relationships.
P05 Manage the IT investment.

P06 Communicate management aims and direction.

PO7 Manage IT human resources.

P08 Manage quality.

P09 Assess and manage IT risks.

P010 Manage projects.

PLAN AND
ORGA

ation

ACQUIRE AND

Al1 Identify automated solutions.

Al2 Acquire and maintain application software.

AlI3 Acquire and maintain technology infrastructure.
Al4 Enable operation and use.

Al5 Procure IT resources.

Al6 Manage changes.

Al7 Install and accredit solutions and changes.

Figure 24 summarises how the various elements of the CoBIT framework map onto the IT governance focus areas.

Goals

ure 24—CoBIT Framework and IT Governance Focus Areas
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HOW TO USE THIS BOOK

CoBIT Framework Navigation

For each of the CoBIT IT processes, a description is provided, together with key goals and metrics in the form of a waterfall
(figure 25).

Figure 25—CosIT Navigation

Within each IT process, control objectives are provided as generic action statements of the minimum management good
practices to ensure that the process is kept under control.
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Overview of Core CoBIT Components

The CoBIT framework is populated with the following core components, provided in the rest of this publication and organised by

the 34 IT processes, giving a complete picture of how to control, manage and measure each process. Each process is covered in four

sections, and each section constitutes roughly one page, as follows:

* Section 1 (figure 25) contains a process description summarising the process objectives, with the process description represented
in a waterfall. This page also shows the mapping of the process to the information criteria, IT resources and IT governance focus
areas by way of P to indicate primary relationship and S to indicate secondary.
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* Section 2 contains the control objectives for this process.
* Section 3 contains the process inputs and outputs, RACI chart, goals and metrics.
* Section 4 contains the maturity model for the process.

Another way of viewing the process performance content is:

* Process inputs are what the process owner needs from others.

* The process description control objectives describe what the process owner needs to do.
* The process outputs are what the process owner has to deliver.

* The goals and metrics show how the process should be measured.

» The RACI chart defines what has to be delegated and to whom.

* The maturity model shows what has to be done to improve.

The roles in the RACI chart are categorised for all processes as:

* Chief executive officer (CEO)

¢ Chief financial officer (CFO)

* Business executives

¢ Chief information officer (CIO)

* Business process owner

* Head operations

¢ Chief architect

* Head development

* Head IT administration (for large enterprises, the head of functions such as human resources, budgeting and internal control)
* The project management officer (PMO) or function

» Compliance, audit, risk and security (groups with control responsibilities but not operational IT responsibilities)

Certain specific processes have an additional specialised role specific to the process, e.g., service desk/incident manager for DSS.

It should be noted that while the material is collected from hundreds of experts, following rigorous research and review, the inputs,
outputs, responsibilities, metrics and goals are illustrative but not prescriptive or exhaustive. They provide a basis of expert knowledge
from which each enterprise should select what efficiently and effectively applies to it based on enterprise strategy, goals and policies.

Users of the CoBIT Components

Management can use the CoBIT material to evaluate IT processes using the business goals and IT goals detailed in appendix I to clarify
the objectives of the IT processes and the process maturity models to assess actual performance.

Implementors and auditors can identify applicable control requirements from the control objectives and responsibilities from the
activities and associated RACI charts.

All potential users can benefit from using the CoBIT content as an overall approach to managing and governing IT, together with more
detailed standards such as:

* ITIL for service delivery

* CMM for solution delivery

* ISO 17799 for information security

* PMBOK or PRINCE2 for project management
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